
 

Copyright 

Industrial Cybersecurity - Projects 
Why manage cybersecurity during a project phase? 

A new system, or upgrade to an existing system, being introduced into the operational environment and site 
infrastructure should undergo a cybersecurity risk assessment. This will guarantee a minimum level of security 
measures have been applied at implementation time. This strengthens the site cybersecurity stance over time as 
more systems meet desired security levels throughout their lifecycles. 

Supplier Security Requirement List 

Upon the determination of the security criticality level of a system, the Supplier Security Requirements will 

determine the standard applicable measures that must be adhered to. This Supplier Security Requirements list must 
be supplied to each supplier involved in the tender process so that it can be completed and returned for analysis. 

The returned Supplier Security Requirements lists will be reviewed and analysed by a security expert to determine 
whether supplier answers conform to the requested security measures. This may be an iterative process until the 
list is properly filled in.   

FAT Security Testing 

During the FAT security tests, a full penetration test and security analysis must 
be performed to verify whether all aspects of the Supplier Security 
Requirements checklist are correctly implemented and if no other security 
weaknesses are present within the system. 

The outcome of these security FAT tests will be a report containing the 
following information:  

• Non-compliance issues compared to the agreed Supplier Security 
Requirements checklist 

• Discovered weaknesses within the design and setup of the information 
systems. An indication will be given of residual risk to be mitigated or 
accepted. 

Post-Fat Security follow up 

The Post-FAT follow up will be a process where a security expert remains in 
close contact with the supplier during the build up to the SAT testing. This is 
to ensure that FAT non-compliance issues have been properly mitigated and 
that no new security issues have been introduced. 

The actions and progress of the Post-FAT will be used as input for the SAT 
testing for verification and reporting purposes. 

SAT Security Testing 

No extensive testing will be performed during SAT test. This is due to time 
constraints and limited access to system components. All open issues 
discovered during the FAT test will be reviewed for resolution or mitigation. 

The outcome of these security SAT tests will be a set report containing the 
following information:  

• Non-compliance issues compared to the agreed Supplier Security 
Requirements checklist 

• Issue verification report in which the previously discovered risks are either 
marked as solved, not solved or accepted as residual risk and/or mitigated 
in other ways. 

Project Residual Security Risk Definition 

A final Project Phase report, the Residual Risk report, will be delivered to the responsible department for system 
maintenance and support. This report will contain the existing residual risk for the system with mitigating 
recommendations. 

An additional report can be created depending on the wishes of the customer. This report would be the 
Cybersecurity Plan for the system in question. This document would state the desired maturity level of various 
security requirements that should be applied and maintained for the system. This report would be utilized to ensure 
that the system continuously meets minimum security requirements during its lifecycle. 

NOTE: The above services are provided in conjunction with cybersecurity experts from ONRIX and SECUDEA. 


